
Requerimientos
 • Familiarity with networking concepts such as routing, switching and 

IP addressing
Knowledge of basic security concepts

 
 

 •

Firewall: Essentials - Configuration & Management (210)
ID 210 Duración  5 Días

Requerimientos
 • Contents of the course Firewall: Essentials - Configuration & 

Management (210)
Familiarity with basic network concepts including routing 
and IP addressing...

  
 

 •   
 

Contenido del Curso
 • The Cyber-Attack Lifecycle
 • Blocking Packet- and Protocol-Based Attacks
 • Blocking Threats from Known-Bad Sources
 • Blocking Threats Using App-ID™

 • Blocking Threats Using Custom Signatures
 • Creating Custom Threat Signatures
 •
 •
 • Authenticating Firewall User Accounts
 • Blocking Threats from Phishing and Stolen Credentials
 •

Firewall: Optimizing Firewall Threat Prevention (214)
ID 214   

Palo Alto Networks
 Entrenamiento

Como Training Partner Autorizado de Palo Alto Networks,
nosotros ofrecemos el currículum oficial de Palo Alto
Networks. Los Entrenamientos Palo Alto Networks te brindan
el conocimiento que necesitas para conocer acerca de
la siguiente generación en firewalls y asegurar mejor tu red
y aplicaciones. Los entrenamientos individuales incluyen
numerosos laboratorios hands- on.

Contenido del Curso
 • Platforms and Architecture

Initial Configuration
Interface Configuration
Security and NAT Policies
App-ID ™
Basic Content-ID ™
URL Filtering
Decryption
WildFire ™
User-ID ™
GlobalProtect ™
Site-to-site VPNs
Monitoring and Reporting
Active / Passive High Availability
What's Next

 •
 •
 •
 •
 •
 •
 •
 •
 •
 •
 •
 •
 •
 •

Para mayor información e inscripción al curso: www.�ane.com.pa/paloaltonetworks

Duración  5 Días



Firewall: Troubleshooting (330)
ID 330 

Requerimientos
 • Course content Firewall Essentials: Configuration & 

Management (210)
Good knowledge of routing and switching, IP addressing 
and security concepts
At least six months of hands-on experience with 
Palo Alto Networks Firewall

  
 

 •  
 

 •  
 

Requerimientos
 • Contents of the course Traps: Install, Configure & Manage (281)

Experience with Windows system administration
Familiarity with enterprise security concepts

 •
 •

Contenido del Curso
 • Scaling Server Infrastructure
 • Scaling Agent Deployment
 • ESM Tuning
 • Windows Migrations for Traps
 • Advanced Traps Forensics
 • Advanced Traps Troubleshooting

Traps: Deploy & Optimize (285)
ID 285 

Requerimientos
 • Experience with Windows system administration

Familiarity with enterprise security concepts •

Traps: Install, Configure & Manage (281)
ID 281 

Contenido del Curso
 • Traps Overview
 • Installing Traps
 • Malicious Software Overview
 • Consoles Overview
 • Traps Protection against   

 Exploits

 • Traps Protection against   
 Malware

 • Prevention Event Exceptions
 • Managing Traps
 • Traps Forensics
 • Basic Troubleshooting Traps

 • System Services
 •
 •
 • SSL Decryption

 • User-ID
 • GlobalProtect
 • Escalation and RMAs

Requerimientos
 • Contents of the course Firewall: Essentials - Configuration 

& Management (210)
Familiarity with Palo Alto's Next-Generation Firewall Management 
and basic network concepts including routing and IP addressing

  
 

 •  
  
 

Panorama: Managing Firewalls at Scale (220)
ID 220 

Contenido del Curso
 • Tools and Resources
 • CLI Primer

 • Flow Logic
 • Packet Captures
 • Flow Basic

Contenido del Curso
 • Panorama Overview
 • Initial Configuration

 • Adding Firewalls to   
 Panorama

 • Panorama High Availability

 • Templates
 • Device Groups
 • Administrative Accounts
 • Log Forwarding and   

 Collection
 • Aggregated Monitoring and  

 Reporting
 • Troubleshooting

Para mayor información e inscripción al curso:  www.�ane.com.pa/paloaltonetworks

Duración  3 Días

Duración  3 Días

Duración  2 Días

Duración  2 Días


